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' Fyou want to make a difference, you have to learn how to
operate within Imperfect systems. Burning things down
rarely works . It may allow for personal gains. But If you care

about making the system work for many, you have to do it
from the inside .8
X Nadya B|ISS computer scientist at Arizona State Unlversny
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Part 1
Introduction and preliminaries
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Chapter 1

Establishing trust

Trustworthy Machine Learning

| > decision aid, no matter how sophisticated or

o, 17 &/ Kt may&lde,7day be rejected by a decision
maker who does not trust it, and so its potential benefits
to system performance will be lost.§

X Bonnie M. Muir, psychologist at University of Toronto

' Q +t&ughest thing about the power of trust Is that , 7 ¥ 6
very difficult to build and very easy to destroy .8

X Thomas J. Watson, Sr., CEOof IBM



Trustis the willingness of atrustor to be
vulnerable to the actions of atrustee
pbased on the expectation that the trustee
will perform a particular action important
to the trustor, irrespective of the abllity to
monitor or control the trustee.



Trusted vs. trustworthy

Trustworthy Machine Learning

The trustee has certain
properties that make it
trustworthy .

The qualities by which the
trustor can expect the trustee
to perform the important action
referred to in the definition of
trust.

Being trustworthy does not
automatically imply that the
trustee Is trusted.

The trustor must consciously
make a decisionto be
vulnerable to the trustee based
on its trustworthiness and
other factors including
cognitive biases of the trustor.

Understandably, potential
trustors who are already
vulnerable as members of
marginalized groups may not
want to become even more
vulnerable.



Attributes of trustworthiness

Source Attribute 1 Attribute 2 Attribute 3 Attribute 4
Mishra competent reliable open concerned
Maister et al. credibility reliability intimacy low self-
orientation
trustworthy people
use fair means to take responsibilit motivated to serve
Sucher and Gupta competent . . -SP y 27 +&56v |
achieve its goals for all its Impact .
well as its own
- Toreini et al. ability Integrity predictability benevolence
trustworthy artificial
Intelligence '
J Ashoori and Weisz | tecnnical reliability understandability personal
competence attachment

Trustworthy Machine Learning
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A trustworthy machine learning
system Is one that has

sufficient:

1 2 3 4

basic reliability human aligned
performance Interaction purpose
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Chapter 2

Machine learning lifecycle

Trustworthy Machine Learning

' M& 2 aré &volved In every phase of the Al lifecycle,

|
making decisions about which problem to address, which

data to use, what to optimize for, etc.8
x Jenn Wortman Vaughan, research scientist at Microsoft

' T &ll have a responsibility to ask not just, & $ 'wé do

[+, But ¥ 6+ 2v8e/déw +, 6 £ ¥ §
X Kathy Baxter, ethical Al practice architect at Salesforce
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problem
owner

s

diverse problem it ] . O
stakeholders specification | 4 "l data understanding ah
data
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data preparation
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data
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deployment and
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training datase
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pre-processing

domain adaptation
(distribution shift)

bias mitigation prgurocessing
(unfairness)

data sanitization
(adversarial attacks)

disentangled representation
(lack ofexplainability

pre-processed
dataset

model training

domain robustness
(distribution shift)

bias mitigation ifprocessing
(unfairness)

smoothing/adversarial training
(adversarial attacks)

directly interpretable models
(lack ofexplainability

Initial model

post-processing

bias mitigation posprocessing
(unfairness)

patching
(adversarial attacks)

post hoc explanations
(lack ofexplainability

final model
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Chapter 3
Safety
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' K 2knowing the chance of mutually exclusive events

and knowing the chance to be equal are two quite
different states of knowledge .8

X Ronald A. Fisher, statistician and geneticist

16



Safetyis the reduction of both aleatoric
uncertainty (or risk) and epistemic
uncertainty associated with harms.



allm
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An undesired outcome IS
a harm If its cost exceeds
; some threshold.

Image credit: https://www.nytimes.com/2023/02/15/well/live/personal

-care-products-chemicals.html
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Two types of uncertainty

Aleatoric

A Inherent randomness

A Quantified through probability theory

A Relates to basic performance attribute of
trustworthiness

Trustworthy Machine Learning

Epistemic

A Observer-dependent lack of knowledge

A Quantified through possibility theory

A Relates to reliability attribute of
trustworthiness

19



Probabillity Possibility

Properties of the probability function: Properties of the possibility function:

0(0) T L")

0(m  p. LM p,

if 0 and o are disjoint events (they have no if & and 6 are disjoint events (they have no
outcomes in common; 0, 0 1), then outcomes in common; 6, & 1), then
b(© 0) wv() wv(o). L6 6) [T A@(OB)h (6))

Trustworthy Machine Learning




Bayesian networks

(credal networks in possibility theory)

@
' - '

loan
approval
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Safety Is the reduction of the probabillity
of expected harms and the possibility of
unexpected harms.

Use both In problem specification.



Part 2
Data

Trustworthy Machine Learning
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Chapter 4
Data Modalities, Sources, and Blases

' D! 5 #ih, gak&bage out.§
X Wilf Hey, computer scientist at IBM

Trustworthy Machine Learning
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structured SEmr
structured

time event social physical . . . natural biological
tabular . moleculeqd| Images audio video
data series streams || networks]| networks languagel| sequences
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Data sources

Trustworthy Machine Learning

Purposefully collected data

Includes surveys and censuses
as well as the results of
scientific experiments. These
sources have the veneer of
being well-designed and with
minimal bias, but this might not
always be the case.

Administrative data

Collected by organizations
about their routine operations
for non-statistical reasons. Can
contain traces of historical
prejudices. Might not exactly
match the problem you are
trying to solve. Usually correct.

Social data

Includes user-generated
content, relationships between
people, and traces of
pehavior. Might not match the
oroblem. Reliability may be
much less than administrative
data. Marginalized populations
may be invisible in some types
of social data.

Crowdsourcing

In many crowdsourcing
platforms, the workers are
often low-skill individuals. They
may be unfamiliar with the task
or the social context of the
task, which may yield biases in
labels. Their wages may be
low, which raises ethical
concerns.

Data augmentation

Performing various
transformations of the given
dataset may be used to
Increase data set size without
actually collecting additional
data. Another way is through
generative machine learning
trained on the given dataset.

Different data sources

are useful In
addressing various
problem

specifications, but all
have biases of one
kind or another.
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Chapter 5
Privacy and consent

' Al 18 the new oll .8
X Clive Humby, data science entrepreneur at dunnhumby

Trustworthy Machine Learning
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Data Is power

Data Is a valuable commodity.

It reveals a lot about human
behavior at a gross level, but
also about the behavior of
Individual people.

Just like other natural
resources, It can be extracted
from the vulnerable without
their consent and furthermore
be exploited for their
subjugation.



Data used in machine learning Is often fraught with power
and consent iIssuesbecause It Is often repurposed.

For example, many large-scale image datasets used for
training computer vision models are scraped from the
Internet without explicit consent from the people who posted
the Images.

Although there may be implicit consent through vehicles
such as Creative Commons licenses, a lack of explicit
consent can nevertheless be problematic. Sometimes
copyright laws are violated in scraped and repurposed data.

Why does this happen? It Is almost always due tosystem

designers taking shortcuts to gather large datasets and show
value quickly without giving thought to power and consent.

Trustworthy Machine Learning 30



Problem owners and data scientists §
should not have any calculus to weigh
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Privacylis the ability of individuals to
withhold information about themselves.

Privacy Is considered an essential human
right In many value systems and legal
frameworks.



sensitive

identifier quasi-identifier attribute
Name Department CT Value

Joseph Cipolla Trustworthy Al 12
Kweku Yefi Neurosymbolic Al 20
Anjali Singh Al Applications 35
Celia Sontag Compute Acceleration 31
Phaedra Paragios |Software -Defined Architecture 19
Chunhua Chen Thermal Packaging 27

K-anonymity
Organization CT Value
Al 12
Al 20
Al 35
Hybrid Cloud 31
Hybrid Cloud 19
Hybrid Cloud 27

Trustworthy Machine Learning

differential privacy

Name Department CT Value
Joseph Cipolla Trustworthy Al 13.5
Kweku Yefi Neurosymbolic Al 12.8
Anjali Singh Al Applications 32.7
Celia Sontag Compute Acceleration 35.9
Phaedra Paragios |Software -Defined Architecture 22.1
Chunhua Chen Thermal Packaging 13.4

33



privacy
preservation

publishing data mining

syntactic differential

anonymity privacy
guasi-identifiers sensitive attributes guasi-identifiers sensitive attributes
suppress,

generalize
or shuffle

guasi-identifiers sensitive attributes guasi-identifiers sensitive attributes
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Demo

Trustworthy Machine Learning

https://aip360.res.ibm.com/data
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Part 3
Basic modeling

Trustworthy Machine Learning
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Chapter 6

Detection theory

Trustworthy Machine Learning

' Q +pkedictability ceiling Is often ignored In mainstream
ML research. Every prediction problem has an upper
bound for prediction x the Bayes-optimal performance . If
you don't have a good sense of what it Is for your problem,

you are in the dark .8
X Mert Sabuncu, computer scientist at Cornell University

37
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N

0,

decision function
wh ©  Tip

predicts a label from the features
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Confusion matrix
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Confusion matrix
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The Bayes risk and the optimal
decision function
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The best you can ever do
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false positive rate

false negative rate
error rate
accuracy

false discovery rate
false omission rate
F,-score

Trustworthy Machine Learning

Bayes risk
Bayesian detection

receiver operating characteristic
recall-precision curve
area under the curve

N4 0

Brier score
calibration curve
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Chapter 7
Supervised learning

' J <experience In Industry strongly confirms that deep

learning Is a narrow sliver of methods needed for solving
complex automated decision making problems .8

x Zoubin Ghahramani , chief scientist at Uber

Trustworthy Machine Learning
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predicts a label from the features
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supervised

learning

risk

lucorin .
piug minimization

empirical risk structural risk

parametric nonparametric T .
minimization minimization

decision
naive Bayes trees and
forests

linear quadratic

k-nearest

marginbased neural

discriminant methods networks

discriminant
anal '

anal neighbor
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Plug-in

e m ¥v(@) -
A oh v -

estimate the likelihood functions and the
prior probabillities from the training data
and plug them into the ¥ and — of the
Bayes optimal decision function

Trustworthy Machine Learning

Risk minimization

minimize the empirical risk instead of the

Bayes risk (with regularization to prevent
overfitting)

49



No free lunch. There Is no one
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Inductive blases, hypothesis spaces
and domains of competence

i Bl ] ]
]l ]



Training data and deployment data

Trustworthy Machine Learning

generalization error
has a sweet spot

empirical risk can go to zerc
Soo with increasing complexit

y
§~~
L]
.....
-
------------

N N N N N N

lower complexity higher complexity
(underfitting) (overfitting)
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mitigate
miscalibration

ISotonic

Platt scaling

regression

uncertainty

guantification

total predictive

uncertainty

estimate
uncertainty

jackknife Infinitesimal

jackknife

Bayesian
methods

separate aleatoric
and epistemic
uncertaint

ensemble
methods
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Demo

Trustworthy Machine Learning

https://ug360.res.ibm.com/demo/0
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Chapter 8
Causal modeling

' T + , probabllities encode our beliefs about a static
world, causality tells us whether and how probabilities

change when the world changes, be it by intervention or
by act of imagination .8

x Judea Pearl, computer scientist at University of
California, Los Angeles

Trustworthy Machine Learning
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Examining the associations and correlations In a trained
machine learning model may yield someinsights, but
misses something very important: causality!

When you want to understand the effect ofinterventions
(specific actions that are undertaken) on outcomes, you
have to do more than machine learning, youhave to
perform causal modeling.

Cause and effect are central to understanding the world,
but standard supervised learning Is not a method for
obtaining them.



If doing something makes something else
nappen, then the something wedid Is a
cause of the something that happened.

The key Word ISdO. Causation requires doing.

The actions that are done are known as
Interventions or treatments.



All hell can break loose Using predictive models to
form causal conclusions can
lead to great harms.

Changes to Input features of
predictive models do not
necessarily lead to desired
changes of output labels.

Trustworthy Machine Learning



Structural causal model

causal graph structural equation

D(D]|QLH) QOrE ¢ Q) Q

stable

counseling

sessions

housing

average treatment effect
T Ow|l Qo p)]zO0wl Qo )]
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Interventional data Observational data

Data from a purposefully designed Data not from a purposefully designed
experiment such as a randomized experiment

controlled trial
Common case

Gold standard
WQ+26& : + 2asshrhet v7 %2n

Often not possible, practically or ethically

Trustworthy Machine Learning 60
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causal modeling fro
observational data

causal

discovery

conditional
iIndependence

based method¢

functional
modeklbased
methods

causal

Inference

treatment
models

outcome
models
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Functional-model based causal discovery
(additive noise model assumption)

all the

heights are
the same

0(D] QLO))

QO €€ Q1 Q

heights are
different
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Treatment effect estimation

treagmeljt rpodgl i

f{Ohw)MB ho hw)}tolearn (Yl ® W)
outcome model

(0 oo e )8 F(6 Foo o )} to learn
OQwlY ph wlandJwl|"Y 1w o]

specify
causal method

S
return average e
treatment effect assumptions are

met
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specify machine
learning method

evaluate
assumptions

train model
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Example

Trustworthy Machine Learning

https://github.com/BiomedSciAl/causallib/blob/master/examples/lalonde.ipynb
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Part 4
Reliability

Trustworthy Machine Learning
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A trustworthy machine learning
system Is one that has

sufficient:

1 2 3 4

basic reliability human aligned
performance Interaction purpose




Two types of uncertainty and the
two components of safety

Aleatoric

A Inherent randomness

A Quantified through probability theory

A Relates to basic performance attribute of
trustworthiness

Trustworthy Machine Learning

Epistemic

A Observer-dependent lack of knowledge

A Quantified through possibility theory

A Relates to reliability attribute of
trustworthiness

67
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construct measurement observed sampling raw data preparation prepared data modeling prediction
space
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data

construct measurement observed sampling raw data preparation prepared data modeling prediction
space
socialbias representatio underfitting/
bias overfitting
. .. poor
- temporal bias data poisoning nductive bias
o)
=
2 ) = >
wn D >, D
2 2 =
D M D
- - >
0p) 7)) wn
R - e - A : A :
1 construct | 1 external ! ! internal | l ]
I - ! I . ! ! L I 1 generalization
I validity : I validity : I validity ' I I
I - I - ] ]
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Uncertainty in modeling

F <28 %21v7
Information to select a good
Inductive bias and hypothesis
space, but you could obtain It
IN principle, then you have
epistemic uncertainty.

+



Rashomon effect or underspecification

Trustworthy Machine Learning

reliable models

competent models
(Rashomon set)

models in the hypothesis space

All models in the Rashomon set
have the possiblility of being good
models with respect to aleatoric
uncertainty or risk, but have
different ways of generalizing.

Some of the models are unreliable
because they take shortcuts and
generalize based on spurious
characteristics in the data. They are
not causal.

Try to include more constraints In
the problem specification.

71



F <28 %21v 7 + ! Undertathtly (h 8ata+
high-quality data to train

the classifier even if you

have the perfect

nypothesis space, you have

epistemic uncertainty.

The main way to reduce
epistemic uncertainty IS
data augmentation.



Chapter 9
Distribution shift

| > bdts are off If there Is a distribution shift when the

model Is deployed . (There's always a distribution shift .3 §

X Arvind Narayanan, computer scientist at Princeton
University

Trustworthy Machine Learning
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The big lie of machine
learning

The core assumption that
training data and testing data
IS Independent and identically

distributed (1.1.d.).

This I1s almost never true In the
real world, where there tends

to be some sort of difference

IN the probability distributions

of the training data and the

data encountered during the

02 W&/ ve &3/ 2<0



Distribution shift Is the difference In the
probability distribution between training
data and data encountered during

deployment.

A competent model that achieves high accuracy when tested
through cross-validation might not maintain that competence In

the real world.



data

construct measurement observed sampling raw data preparation prepared data modeling prediction
space
socialbias representatio underfitting/
bias overfitting
. .. poor
- temporal bias data poisoning nductive bias
o)
=
2 ) = =)
wn D >, D
= 2 2
(D M D
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Prior probability shift, also known as label
shift, IS when the label distributions are

different but the features given the labels

are the same:

it 2@ /gt (@ and

s ol At (ol o).



Covariate shiftis when the feature
distributions are different but the labels
gliven the features are the same.:

s 2@ nt (e and
s d(@le at (ol o).



data

construct measurement observed sampling raw data preparation prepared data modeling prediction
space
socialbias representatio underfitting/
bias overfitting
. .. poor
- temporal bias data poisoning nductive bias
o)
=
2 ) = =)
wn D >, D
2 2 2
D M D
- - >
0p) 7)) wn
T - e - A : A :
1 construct ! 1 external ! I internal | l L
I . ! I . ! ! L I 1 generalization
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I = I - ] ]

Trustworthy Machine Learning 79



Concept drift iIs when the labels given the features aredifferent

but the features are the same:

s dole) bt d(olwyandit (@)

)

or when the features given the labels aredifferent but the

labels are the same:

s Yol bt d(olo)yandit (@)

(@,



What does changing the
environment in which the data
was measured and sampled do
to the features and label?

prior probability shift

Trustworthy Machine Learning

covariate shift

concept drift

concept drift

81



What

Type What Is the Same Source Threatens Learning Problem
Changes
prior .
. “ N . external anticausal
probabillity W W W sampling . .
. validity learning
shift
. . . B . external .
covariate shift W W W sampling . causal learning
validity
W W N causal learning
concent drift measure- construct _ I
P DA A ment validity antcausa

learning

Trustworthy Machine Learning
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Nuanced point. When you have prior probabillity shift,
the label causes the feature and when you have
covariate shift, the features cause the label. This Is
&, 5% 72 7+, 1. #2287~ 62 [
through this concept.



In the first case, WA ®, the label is known as an
Intrinsic label and the machine learning problem Is
known as anticausal learning. A prototypical example
IS a disease with a known pathogen like malaria that
causes specific symptoms like chills, fatigue, and
fever. The label of a patient having a disease IS
INtrinsic because It IS a basic property of the infected
patient, which then causes the observed features.



In the second case, WA , the label is known as an
extrinsic label and the machine learning problem is

known as causal learning A prototypical example of

this case Is a syndrome, a collection of symptoms

68%+ ! 6 >63&5(&5¥6 7+! 7 , 6
label Is just a label to describe the symptoms like
compulsive behavior and poor coordination; it

W2 &61¥7 $!86& 7+& 6<037206



Normally, In the practice of doing supervised
machine learning, the distinction between anticausal

and causal learning Is just a curiosity, but it becomes
Important when figuring out what to do to mitigate

the effect of distribution shift.



Mitigating distribution shift

Approach for

pe | Vierelne | KnoumDEPOYREN | prorprobabityana | (2PO%h o
P Covariate Shifts P
. pre- . .
adaptation . yes sample weights obtain labels
processing
. . . iInvariant risk
robustness | model training no min-max formulation

minimization

Trustworthy Machine Learning




Adaptation to prior probablility shift

1. Train a classifier on one random split of the training datatoget ¢ (! 1% $20387 & 7+ &
confusion matrix on another random split of the training data.

U

2. Run the unlabeled features of the deployment data through the classifier: & (@ )) and
compute the probabilities of positives and negatives in the deployment data as a vector:

o(@ (@ ) )
o @ ) )

&

3. Compute weights 0 0 @« This is a vector of length two.

4. Apply the weights to the training data points in the first random split and retrain the classifier. The first
of the two weights multiplies the loss function of the training data points with label p. The second of the
two weights multiplies the loss function of the training data points with label TL.

Trustworthy Machine Learning 88



Adaptation to covariate shift

@ ! S5Qq,

Trustworthy Machine Learning

N

g 0 (@)

" (@)j #

(

)

(®)
'\

train a classifier for this

89



Adaptation to concept drift

Need labeled data from
deployment environment.



Robustness to prior probability shift

min-max formulation A O {; E)T (II A ?Y(r‘]( )m

mismatched Bayes risk 'Y(f]( )FI‘]( )) W f](

Trustworthy Machine Learning
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Robustness to covariate shift

min-max formulation A OI(%E I A é% 0 U ((’0 HQ(’O))

T

same Importance weights as in adaptation

Trustworthy Machine Learning
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Robustness to concept drift

Assume features split into two types:
1. causal or stable features

2. spurious features

A21v7 .12: =+, %+

The causal features capture the Intrinsic
parts of the relationship between
features and labels, and are the same
set of features In different environments.
This set of features isinvariant across
the environments.

Spurious features might be predictive In
one environment or a few environments,
but not universally so across
environments.

Trustworthy Machine Learning

Invariant risk minimization

@ ! 5@, 1 éﬂ u(oo R 6o ))8

N

21&6 1'5& : +, $+Kk

6 8 $7++ Q¥ | 5@, %ﬂ U(oo o )) 215/0N .

extra specification or constraint to
exclude some of the Rashomon set

works for anticausal
learning formulations

93



Chapter 10
Fairness

Trustworthy Machine Learning

' Fhumans %, % behadve the way we do there would be

I
no behavior data to correct . The training data is society .8

X M. C. Hammer, musician and technology consultant

v J 2 6fthis work Is narrow In scope, focusing on fine -
tuning  specific  models, making datasets more
Inclusive/representative, and © %&#, | 6datdsets
Although such work can constitute part of the remedy, a
fundamentally equitable path must examine the wider
picture, such as unquestioned or Intuitive assumptions In
datasets, current and historical Injustices, and power

asymmetries .8

X Abeba Birhane , cognitive scientist at University College
Dublin
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Falrnessand justice are almost
synonymous, andare political.

There are several Kinds of justice,
iIncluding (1) distributive justice, (2)
procedural justice, (3) restorative justice,
and (4) retributive justice.



éié

OO0
Distributive justice IS Procedural justice Is
equality in what people sameness In the way It IS
receivel the outcomes. decided what people
receive.
© A
ND,
Restorative justice repairs Retributive justice seeks to

a harm. punish wrongdoers.
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Unfalrnessis when an allocation decision
glves asystematic advantageto certain
privileged groups and individuals and a
systematic disadvantage to certain
unprivileged groups and indiviauals.

Privileged groups and individuals are defined to be those who
have historically been more likely to receive thefavorable label.



Privileged and unprivileged groups are
delineated by protected attributes such
as race, ethnicity, gender, religion, and
age.

There Is no one universal set of protected
attriputes.



Two types of fairness

Group fairness

A The average classifier behavior should be the
same across groups defined by protected
attributes

Trustworthy Machine Learning

Individual fairness
A Individuals similar in their features should
receive similar model predictions
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data

construct measurement observed sampling raw data preparation prepared data modeling prediction
space
socialbias representatio underfitting/
bias overfitting
. . poor
mporal bi Isonin . . .
- temporal bias data poisoning nductive bias
o)
=
2 ) = =)
wn D D D
= = 2
(D M D
- - >
0p) n n
A - A | A : ;T :
| construct | | external | I internal | l )
I L I - I L I 1 generalization
I validity 1 I validity 1 I validity ' I I
b e J b e e J D e ) I ’
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Example from US health
care system

Trustworthy Machine Learning

Social bias

Utilization vs. Infirmity

Representation bias

Using data only from
men in Boston

Data preparation bias

Summing in-patient,
out-patient, and
emergency room costs
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Differences between
distribution shift and fairness

Trustworthy Machine Learning

Access to the construct space

You can get data from the
construct space in distribution
shift scenarios. Maybe not
iImmediately, but if you walt,
collect, and label data from the
deployment environment, you
will have data reflecting the
construct space.

You never have access to the
construct space in fairness
settings. The construct space
reflects a perfect egalitarian
world that does not exist in real
/[ ,'" &n 62 <28 $!
it.

Specification of what is sought

In distribution shift, t
further specification
just trying to match t

nere IS no
neyond

ne shifted

distribution.

In fairness, there are precise
policy-driven notions and
guantitative criteria that define
the desired state of data and/or
models that are not dependent
on the data distribution you
have.

1vys (&7 %! 7 520
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Group fairness metrics

(calibration)

value difference

Type Statistical Fairness Metric Can Be A >ocial Bias in Favorable Label
yP Relationship Dataset Metric? | Measurement
. « statistical parity assistive or non-
iIndependence W W . yes yes »
difference punitive
. v average odds -
separation W W w . no no assistive
difference
sufficiency e average predictive .
W W w no no non-punitive

Trustworthy Machine Learning
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OO0A OBPAOEDOMEA OAMBDA £AAG 8135 0(w®w L£AG 35)9

unprivileged groug &&& &&&&“‘ ofp T
eriaon] 2282 || 28000 |

predicted favorable label predicted unfavorable label

SN IREIER

T

statistical

parity
difference
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AOA OAMCAAEG A£AAOAT AA

~-(O((® AAG A£A® Ol DO(w) AAG A£AO DORO
(0(® AAG Olh& Ol DOU(W® AAG Olh&s DORO
true favorable | false favorable true unfavorable | false unfavoraljle
e F ¥ SR FY Y ¥ ¥ ¥ ¥ SRR
D
® @ ) =
<
true favorable | false favorable true unfavorable | false unfavoralle g g
=]
piegesaon| Q2R || QAR200 an £ ok
Q) -
®@ @ @ ® 5 2
predicted favorable label predicted unfavorable label
& U TI8T T
T C U
S average odds

difference
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A O A OCRAGLAAA EOMO BCBAEAA OAT A A
(0(&d AAGA® AA® Ol DOu(d AAWD A£AO DORO
(0(&d AAWD Olh& Ol HDOU(L AAW® Olh& DORO

true favorable | false favorable true unfavorable | false unfavoratlle 8
23 —h
PN Y Y S F Y Y ¥ ¥ ¥ ¥ SN R
® ® ® @ 5 §
D
true favorable | false favorable true unfavorable | false unfavorallle % g
privileged group & && &&&&&& oft § pIe S
< -
® ® @ ® 8 5
@
predicted favorable label predicted unfavorable label
ety T G
T8I C
S average
predictive value
difference
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Individual fairness

P , P ,
21 V4 1-$5 < =
$ 6, 6 6L£$ 0 7 0

()

Q {w)

if wremains the same,
counterfactual fairness

check using average
treatment effect estimation
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training
dataset

bias mitigation
pre-processing

Ore-processec bias mitigation initial model bias mitigation final model
dataset In-processing post-processing

classifier
fairness metric

dataset
fairness metric
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Example methods Bias mitigation pre-processing

A21v7 %523 3527&$ e (2
attributes h other U ﬁ(%d% v@
features can recreate Nk (0h)

the iInformation.

Aim for independence
between label and
protected attribute.

Trustworthy Machine Learning

Bias mitigation in-processing

o ocmg o (0fio))

_ 09

Bias mitigation post-processing

Flip predictions wto
meet the group fairness
metric you desire.
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Demo

https://aif360.res.ibm.com/data
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Measuring classification accuracy on data from the prepared
data space, which already contains social bias, representation
bias, and data preparation bias is not the right thing to do.

Just like you should measure performance of distribution shiit
adaptation on data from the new environmenti Its construct
space, you should measure accuracy after bias mitigation In Iits
construct space where there Is no unfairness.

There Is a tradeoff between fairness and accuracy measured In
the prepared data space, but importantly there Is no tradeoff
between accuracy and fairnessin the construct space.



Have we too easlily swept the important considerations of
algorithmic fairness under the rug of mathematics? Yes and

no. If you have truly thought through the different sources of
Inequity arising throughout the machine learning lifecycle
utilizing a panel of diverse voices, then applying the

guantitative metrics and mitigation algorithms is actually
pretty straightforward. It Is straightforward because of the

+1 5% 1 25. <28¥9& W21& #&" 25& (
of the lifecycle and you should feel confident in going

forward. If you have not done the hard work earlier In the
lifecycle, blindly applying bias mitigation algorithms might

127 5&%W8%& +!'506 !'1% $!'1 &9 &1
take shortcuts.



Chapter 11
Adversarial robustness

' F Iny view, similar to car model development and
manufacturing, a comprehensive © -hbuse collision 7 &6 7 ¥
for different adversarial threats on an Al model should be

the new norm to practice to better understand and
mitigate potential security risks .8

X PIn-Yu Chen, computer scientist at IBM Research
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Adversariesare people trying to achieve
thelr own goals to the detriment of the
goals of the system designers, usually In a
secretive way.



data poisoning evasion

Trustworthy Machine Learning 115



adversarial

attacks

target poisoning evasion

data logic strict adaptive non-adaptive

capability data injection] | jification corruption closedbox closedbox closedbox

openhbox

goal confidence . L targeted source/target
. misclassificatio . L . L9
reduction misclassificatior] | misclassificatio
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data

construct measurement observed sampling raw data preparation prepared data modeling prediction
space
socialbias representatio underfitting/
bias overfitting
. . poor
mporal bi Isonin . . .
- temporal bias data poisoning nductive bias
o)
4
2 ) = =)
wn D M D
2 =t 2
D M D
- - >
0p) 7)) wn
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Poisoning defenses

.. L . Initial model . final model
training data sanitization pre-processec smoothing patching
dataset dataset
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defenses against evasio
attacks

denoising adversarial training

i AT AB(ofido 1)

iInput domain frequency domain latent domain
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Demo

https://art360.res.ibm.com/demos
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Part 5
Interaction
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A trustworthy machine learning
system Is one that has

sufficient:

1 2 3 4

basic reliability human aligned
performance Interaction purpose




Chapter 12
Interpretability and explainability

' Fwe %2 1khow what I1s happening In the black box, we
$ ! 1f¥ s mistakes to make a better model and a better
world .8

X Aparna Dhinakaran , chief product officer at Arize Al

P, 0 3 /is ndt,s@simple .8
X Dmitry Malioutov , computer scientist at IBM Research
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Interpretability of machine learning
models Is the aim to let people
understand how the machine makes Its
predictions.

It Is a challenge because many of the machine learning
approaches in Chapter 7 are not easy for people to understand
since they have complicated functional forms.



Interpretability and explainabllity are a
form of interaction between the machine
and a human, specificallycommunication
from the machine to the human, that
allow the machine and human to
collaborate In decision making.

The predicted label wis not enough to communicate how the
machine makes Iits predictions. An explanation iIs also needed.



Last mile problem

Trustworthy Machine Learning

The machine Is the transmitter
of Information and the human
IS the recelver or consumer of
that Information.

The communication process
has to overcome human
cognitive blasesl the
limitations that people have In
receiving information.
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data
sampling raw data preparation
space

construct measurement observed

data
preparation
bias

representatio

socialbias .
bias

temporal bias data poisoning

sualealy)

sualealy)
suaealy}

: construct : : external : internal |
1 validity : 1 validity I | validity |

L------- N N N N N J
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modeling

underfitting/
overfitting

poor
Inductive bias

sualealiy)

|

TN
: generalization|
I

prediction

communication perceived

cognitive bias

sualealy)

human
: machine |
L collaboration 1
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No single kind of
explanation appeals to all
different potential
consumers of explanations

Persona

Example

Goal

decision maker

appraiser, credit officer

(1) roughly understand the model to gain trust;
(2) understand the predictions to combine with their own
iInformation to make decisions

affected user

loan applicant

understand the prediction for their own input data point
and what they can do to change the outcome

regulator

model validator,
government official

ensure the model is safe and compliant

data scientist

development team member

, 03529& 7+& 02 %&/ v ©6

3

Trustworthy Machine Learning
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Three dichotomies of | ocal vs.
explanations g IObaI

|s the consumer
Interested In
understanding the
machine predictions for
iIndividual input data
points or In
understanding the
model overall.

Trustworthy Machine Learning

EXxact vs.
approximate

Should the explanation
be completely faithful to
the underlying model or
IS some level of
approximation
allowable.

Feature- vs.
sample-based

Is the explanation given
as a statement about
the features or Is It given
by pointing to other data
points in their entirety.
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disentangled directly initial model post hoc final model
. . pre-processed : :
training dataselt representation dataset Interpretable mode explanation

(for feature-based
explanations, the
features have to be
meaningful)

Trustworthy Machine Learning 130



Dichotomy 1 Dichotomy 2 Dichotomy 3 Persona Example Method
local exact feature-based affected user contrastive explanations method
local exact sample-based regulator K-nearest neighbor
local approximate feature-based decision maker LIME, SHAP, saliency map
local approximate sample-based decision maker prototype

decision tree, Boolean rule set,

global exact feature-based regulator logistic regression, GAM. GLRM
global exact sample-based regulator deletion diagnostics
global approximate feature-based decision maker dlsmllaet:fenr; dseﬁig()élg?mal
global approximate sample-based regulator and iInfluence function

decision maker

Trustworthy Machine Learning
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Demo

https://aix360.res.ibm.com/data
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Partial dependence 0( & p| &) ot ))

1.0 1.0
the difference between the
3 0.8- o 0.8 partial dependence and the
> S average probability is the
g 0.6 g 0.6 SHAP value
k5 Sy R SRR = S average
- © ] robabilit
= =
Q0.2 0.2
0.0 ' ' ! ' ' I 0.0 I J ' I | |
40 50 60 70 30 90 40 50 60 70 30 90
External Risk Estimate External Risk Estimate
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Evaluating interpretability does not yield the same sort of quantitative metrics as
In Part 3 for distributional robustness, fairness, and adversarial robustness.
ldeally, you want to show explanations to a large set of consumers from the
relevant persona performing the task the model is for and get their judgements.

Category consumers Tasks
application-grounded evaluation true persona members real task
human-grounded evaluation generic people simple task
functionally -grounded evaluation | none proxy task

Trustworthy Machine Learning
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Chapter 13

Transparency

Trustworthy Machine Learning

' Q +fd@ll cycle of a machine learning project Is not just
modeling . It Is finding the right data, deploying It,
monitoring It, feeding data back [into the model], showing
safetyx doing all the things that need to be done [for a
model] to be deployed . [That goes] beyond doing well on
the test set, which fortunately or unfortunately Is what we
INn machine learning are great at.§

X Andrew Ng, computer scientist at Stanford University

' T &eally need standards for what an audit Is.8

X Rumman Chowdhury, machine learning ethicist at
Twitter
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Transparencyinvolves the
communication of qualitative information
and quantitative test results from
throughout the lifecycle.

Transparency goes beyoncexplainability because It Is focused on
model performance metrics and their uncertainty, various pieces
of Information about the training data, and the suggested uses
and possible misuses of the model.All of these pieces of
Information are known asfacts.



One size does not fit all

Various consumers of
transparent reporting are
seeking different facts and
level of detall.

Therefore, first run a small
design exercise to understand
which facts and detalls are
relevant for the consumer.

The artifact that ultimately
presents facts to a consumer
IS Known as afactsheet.



7 ,/
/',, z//
d - .
e detaliled
Al factsheet
e ,z/ @ g=-==""
T A
,:,/ problem
@ ,/’ owne
' .
S collectio renderer
specification O
factsheet
O and monitoring
N
ML
operations SDoC
engineer factsheet

evaluation S==ooooTTTTTTTTTTTTTTTTT

model
validator
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Testing machine learning Machine learning testing

systems Is different from suffers from the oracle
testing other Kinds of problem: not knowing what
software systems. the correct answer IS

supposed to be for a given
Input.



Metamorphic relations gets
around the problem by not looking
at a single input data point, but by
looking at two or more variations
that should yield the same output.



